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A New Health System for
the 21st Century

 |IOM (2001): Six aims for improving health
care quality

Safe

Effective

Patient-centered

Timely

Efficient

6. Equitable
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(IOM, 2001)
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Presentation Notes
The IOM listed six aims in improving health care quality:

1.To make healthcare environments safer for their patients
To provide more effective healthcare
To make healthcare more patient-centered -  that is, to ensure that the patient is more involved in the decision-making process and has a better understanding of the healthcare choices available
To improve the timeliness of healthcare service
To make the process of providing healthcare, as a whole, more efficient
To work toward the elimination of healthcare disparities among diverse populations … ensuring that all patients have equal access to healthcare

Throughout the remainder of our course, think about each of the EHR systems you will be evaluating and ask yourself how each of them adequately addresses these six aims.




EHR Hardware — Most Common

Servers e Scanners
Workstations e Printers

Laptops e Storage and backup
Tablets o Shredders

PDAs/smartphones < Medical diagnostic
F|at_pane| monitors and treatment items
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Some of the hardware components most often attributed to EHR systems include:
Servers, workstations, laptops and tablets, PDAs (also known as Portable Digital Assistants) and smart phones, flat panel monitors, scanners, storage and backup devices (including tape drives), shredding devices, and medical diagnostic and treatment devices.

These are just some of the major hardware components you’ll find in an EHR system and the network it operates on.




EHR Hardware — Servers

 The server(s) are the “home base” of the
core EHR system, with components
iIncluding:
— Storage of patient database (index)

— Real-time, dynamic compilation of patient
iInformation from varied sources

— Modules for parsing user requests
— User management tools
— Customization tools
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A server, in the hardware sense, is a computer designed to efficiently run server applications.  In the EHR arena, that includes the patient index (where patient data resides), the patient management software, and various modules designed for the parsing of user requests. They also may house user management tools for making administrative changes to the software, including updates and error correction. 



EHR Hardware — Servers

* Picking the right server

— Consult your IT staff, hardware & EHR

vendor(s), and/or consultant to determine the
hardware specs required for your
organization.

— Important items to consider include:
« Reliability
e Performance
« Scalability
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As stated earlier, a server essentially “serves” other computers on the network. It typically houses applications and databases required by desktops or laptops  to access information or run centralized programs. Because servers are a critical infrastructure component, they are usually located in a protected environment not generally accessible to the general public. Servers are expected to run pretty much continuously throughout their entire life cycle. 

Most enterprise-level servers are known to be very fault tolerant and come with built-in redundant hardware systems to ensure reliable operation. In many healthcare environments, even a short-term failure can be more costly than the purchase and installation of such a system. Most of these systems come with “hot swappable” accessories (parts that can be changed out without turning off the server) to minimize downtime due to failure or maintenance. 

Servers come in all shapes and sizes. You should consult your IT staff, hardware & EHR vendor(s), and/or consultant to determine the hardware specs required for your organization. In general, your server should be extremely reliable, with as many built-in redundancies as possible to minimize system downtime. This is particularly important in acute-care settings.



EHR Hardware — Servers

e Storage requirements depend on EHR/PM
application, volume of scanned documents

— Check with your EHR vendor.
— Rule of thumb: 5 GB/year/provider

(Kleaveland)
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Data storage is a critical component you will have to address when deciding on the installation of an EHR system.

The storage requirements of an EHR system are largely dependent on the specific EHR/PM (patient management) application and the volume of scanned documents. For a typical practice, a rule of thumb is to expect 5 GB per year per provider. It’s important to discuss your patient load with your vendor to determine your short- and long-term storage capacity needs.





EHR Hardware — Servers

e Purchase considerations
— Brand
e e.g. Dell vs. “white box”
— Operating system (OS)
e e.9. Windows XP

— Processors
e 2.g. 2.4 GHz Xeon
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Some things to consider when choosing a server include:

The brand: Is the brand of server considered reputable? How are the reviews for the particular model you are looking at? Do they provide a warranty consistent with the institution’s needs?
The Operating System (OS): Is the server designed to work well with the operating system needed to run the EHR software?
The processors and processing speed: The higher the processing speed, typically the faster the computer can make computations. Are the processor specs in line with the EHR requirements?



EHR Hardware — Servers

* Purchase considerations (cont’d)
— RAM
ee.g.1GB

— Hard drive configuration
e .. RAID 5

— Network card
e e.g. 1 GB/second

— Accessories: monitor, keyboard, CD/DVD
drive, UPS (Uninterruptible Power Supply)
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Additional items to consider:�
RAM (Random Access Memory) - that’s the “working memory” of the computer. Computers use RAM to store short term computations. Additional RAM allows a computer to work with more information at the same time which can have a dramatic improvement in total system performance. �
The hard drive configuration is important too – Is there enough hard drive space to accommodate our expanding storage needs over the next year? How about the next 5 years? Will it support redundant hard drive configurations, such as RAID 5, bearing in mind that many RAID configurations dramatically increase the amount of hard drive space needed?�
The network card – Does the network card adequately support the amount of network traffic expected on the server? Is there the capacity to add an additional network card or cards and options for load balancing?
Last but not least, think about other accessories for your server including the Monitor, keyboard, CD or DVD drives, and UPSs  or Uninterruptible Power Supply in case of power outages.



EHR Hardware — Servers

Cost Higher initial costs Monthly fees

Management Need staff to implement & Dependent on vendor for
manage server(s), perform scheduled maintenance
software/hardware

maintenance & backup

Power Capable of utilizing full power  Often share resources with other
of server institutions

Connectivity  Control speed & connectivity to Remote locations, so connectivity
server(s) may be shared with other
customers, reducing speed

1.1 Table: EHR Hardware-Servers (Neal, 2011)
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For smaller practices, the added costs of a server infrastructure may not be warranted. Hosted solutions are available for such situations. When considering a hosted solution, these variables should be considered:
The cost
Internal servers mean higher initial costs, but external or hosted servers means monthly fees. Consider whether monthly fees will outpace the costs of purchasing and maintaining an in-house infrastructure.
Management
Internal servers mean staff is needed to implement and manage them and perform software and hardware maintenance and backup duties. External or hosted servers means the customer is dependent on the vendor for scheduled maintenance.
Power
With internal servers, your organization is capable of utilizing the full power of the server, whereas with external or hosted solutions, customers often share resources, and
Connectivity
Internal servers give your institution ability to control the speed of and connectivity to the server(s). External or hosted servers are in remote locations, and connectivity means they may be shared with other customers, reducing the speed available to you.


Client-Server Model

Most of today’s EHR systems are based on the client—server
model.

Software: the collection of programs and related data that
contain the instructions for what the computer should do
Servers: service providers

— Servers run “server application” software designed to meet client
requests.

Clients: service requesters

— Client software is designed to “request” information from a server
and then present it to the user in an efficient manner.

A server and client may reside on the same “box” but Is
generally not recommended..

(Wikipedia, 2010)
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Most of today’s in-house EHR systems are based on the client-server model. The client–server model in the computing world is a structure that separates tasks or workloads between service providers, called “servers”, and service requesters, called “clients”. Usually, a client computer and a server computer are two separate devices, each customized for their designed purpose and communicating over a computer network. For example, a Web client works best with a large screen display, while a Web server does not need any display at all to parse out requested web pages, and it can be located anywhere. In some rare instances, however, both client software and server software reside in the same system.� 
As we stated earlier, software can best be defined as the collection of computer programs and related data that provide the instructions for what a computer should do. EHRs use several different types of application software.

A server machine is a host that is running one or more server programs which share its resources with clients. Server software is usually installed and operated from dedicated “server” hardware designed to reliably and efficiently handle large numbers of client requests.

A client machine does not share any of its resources, but requests one or more server's content or service function. Client software therefore initiates communication sessions with servers which await (listen to) incoming requests. 

Many business applications being written today use the client–server model.




Client-Server Model

Client workstation/laptop
with interface application

 Advantages: AT

— Data resides on the server, which
generally has safer controls

— Easier to manage and update
— Less resource-intensive for the client

1.3 Figure: (Neal, 2011)
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As this picture demonstrates, using a client-server architecture enables the roles and responsibilities of a computing system to be distributed throughout the network using several independent computers. All data is stored on the servers, which generally have far greater security controls than most clients. Additionally, because the data is stored centrally, it is easier to manage and update. Using a client-server model also spreads the workload among multiple systems, generally easing the burden on client systems which would otherwise have to expend more resources for processing and storage of data.



Network

* Collection of computers and devices
connected by communication channels

* Allows users to communicate and share
resources with other users

e Important terms

— Network Medium; Ethernet; Wireless Access
Point (WAP); LAN (Local Area Network); WLAN
(Wireless Local Area Network); WiFi; WAN (Wide
Area Network); Point-to-point or fractional T1;

Bandwidth; VPN (Virtual Private Network);
Firewall
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Let’s discuss briefly the network the EHR system will sit on and use to communicate with its users.
 
First, let’s define a network. 
 
A network, quite simply, is a collection of computers and devices connected by communications channels that facilitates communications among users and allows users to share resources with each other. 

Network devices (also known as nodes or resources) such as servers, desktops, printers or laptops must be connected through some sort of network medium. There are several types of media that can be used. The most commonly used media in today’s networks include unshielded twisted pair wiring for Ethernet networks, fiber channel (using fiber optic cabling) for network backbones, and radio signals…often referred to as RF or Radio Frequency for 802.11 wireless networks. Other frequently deployed devices used on a network to control network traffic would include hubs, switches, bridges, and/or routers. 

Most of today’s local networks use wired cabling and a protocol called “Ethernet” to communicate between the various components. There are other protocols that could be used. “WiFi”- also known as” 802.11,” is another popular wireless protocol in use today. WiFi is used by laptops and other wireless LAN devices to send data through the air to connect to the wired network. Wireless networks must be connected to the wireless network using Wireless Access Points or WAPS. A WAP is basically a device capable of receiving and transmitting radio signals using the 802.11 protocol to connect to wireless devices. Many Access Points may be needed to ensure connectivity to a network.�  
Some additional terms to know include:
• LAN or Local Area Network – connects workstations and servers within a single demographic location
• WLAN  or Wireless Local Area Network – current most common technology referred to as “WiFi”
• A WAN on the other hand, or Wide Area Network, connects workstations across multiple locations, often great distances
• Another term to be aware of is Point-to-point T1 and fractional T1. These are all dedicated broadband lines that connect locations in a WAN
• Bandwidth – That’s the rate of data transfer, usually measured in bits per second
• A VPN or Virtual Private Network is a way of securely accessing a specific network over the internet
• Firewall is software or hardware that prevents unauthorized access to a network; monitors network traffic; may include VPN, virus scanning



Local Area Network (LAN)

Wireless
Connectivity
(WLAN)

Hard-Wired
(Cabled)

Server Room(s) Wiring Closet(s)

Local Users
(On Premises)

(Neal, 2011)
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As this slide illustrates, a local area network is defined by a single demographic location consisting of, typically, a building, or grouping of buildings which are supported by a single network. Here, server rooms, wiring closets and individual desktops and laptops are connected through a variety of methods to comprise a Local Area Network.



Wide Area Network (WAN)

Internet / ISP Connectivity

Branch Offices
Tokyo, Japan
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Corporate Offices

New York City Satellite Connectivity Regional Offices
Raleigh, NC

(Neal, 2011)
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A wide area network (WAN) on the other hand is usually used for connecting computers and other network resources, spanning a wide geographical area. WANs can be used to connect cities, states, or even countries, often using a variety of methods to ensure redundancy or security. In this instance, the corporate offices are connected to both its regional offices in Raleigh, North Carolina, and its Tokyo branch office through its Wide Area Network.�



Software Elements — Pre-EHR

Each organization has a sysiem 1o capture Patient data for their specialty area. The Provider must open each application o
view specific data. Data may or may not be in conformance with a Standard

~ﬂ~l

4006
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To obtain a complete
wiew of the records for
Patent (x) the Provider
must access the
appiication used by
each participating
organization

1.1 Figure: (MITRE, 2006)
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This illustration depicts that, prior to centralized EHR system management software, each organization or department maintain its own system and software designed to capture the data required for each specialty area. This meant that multiple databases and patient records existed and the healthcare provider was required to open a different client application for each department and compile the data using a manual process. Additionally, data may or may not have been in conformance with a standard.

Image courtesy of National Center for Research Resources. Printed with permission. All rights reserved. 



Software Elements — Post-EHR

Tho EHR roprosents the integration of heaithcaro data from a participating colloction of Systoms for a single pationt.
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1.2 Figure: (MITRE, 2006)
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This illustration depicts that EHR systems are designed to receive data from each of these organizational silos and compile them within a centralized database. EHR software is designed to compile the data in a more efficient manner, allowing the healthcare provider to access and cross-reference data from all available sources from one convenient client interface. This should allow the provider to more effectively manage patient care.

Image courtesy of National Center for Research Resources. Printed with permission. All rights reserved.
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